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18 U.S.C. § 1030 provides:

 Whoever - -

 having knowingly accessed a computer without authorization or exceeding authorized access, and by means of such conduct having obtained information that has been determined by the United States Government pursuant to an Executive order or statute to require protection against unauthorized disclosure for reasons of national defense or foreign relations, or any restricted data, as defined in paragraph y. of section 11 of the Atomic Energy Act of 1954, with reason to believe that such information so obtained could be used to the injury of the United States, or to the advantage of any foreign nation [shall be guilty of an offense against the United States].

Maximum Penalty: Up to twenty  years imprisonment (if the offense occurs after a conviction for another offense under this section) and applicable fine.

The Atomic Energy Act defines “Restricted Data” as “all data concerning  design, manufacture, or utilization of atomic weapons;  the production of special nuclear material; or  the use of special nuclear material in the production of energy, but shall not include data declassified or removed from the Restricted Data category pursuant to section 2162 of this title.” 42 U.S.C. § 2014.

The Senate Judiciary Committee emphasized that “obtains information” in this context includes mere observation of the data. “Actual asportation, in the sense of physically removing the data from its original location or transcribing the data, need not be proved in order to establish a violation of this subsection.” S. Rep. 99-432, at 6-7 (1986), reprinted in 1986 U.S.C.C.A.N. 2479, 2484.

The Seventh Circuit has observed that in this context, “[t]he difference between ‘without authorization’ and ‘exceeding authorized access’ is paper thin, but not quite invisible.” International Airport Centers, LLC v. Citrin, 440 F.3d 418, 420 (7th Cir. 2006).

“Intent” has been deleted from § 1030, which now requires only that the defendant act “with reason to believe” that the information could harm the United States. To date, no reported appellate opinion has defined “with reason to believe” in this context. The Committee recommends that the phrase be given its ordinary and common usage.
