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Computer Fraud:
Obtaining Financial Information
18 U.S.C. § 1030(A) and (B)

It’s a Federal crime to intentionally access a computer [without authorization] [in excess of authorized access] and get information from a financial record of [a financial institution] [the issuer of a credit card] [a consumer-reporting agency about a consumer].
The Defendant can be found guilty of this crime only if all the following facts are proved beyond a reasonable doubt:
 the Defendant intentionally accessed a computer [without authorization] [in a way or to an extent beyond the permission given]; and

 the Defendant got information from a [financial record of a financial institution] [financial record of the issuer of a credit card] [file of a consumer reporting agency concerning a consumer]; and

 the Defendant acted [for private financial gain or a commercial advantage] [to further a criminal or tortious act] [to get information worth more than $5,000].

The term “computer” includes any high-speed data-processing device that can perform logical, arithmetic, or storage functions, including any data-storage facility or communications facility that is directly related to or operates in conjunction with the device.
[To access a computer “in a way or to an extent beyond the permission given” is to use authorized access to get or change information that the person is not permitted to get or change.]
[A “financial record” is information kept by a financial institution or credit-card issuer about a customer.]
[A “financial institution” is [an institution with deposits insured by the Federal Deposit Insurance Corporation.] [a credit union with accounts insured by the National Credit Union Administration.] [a broker-dealer registered with the Securities and Exchange Commission pursuant to section 15 of the Securities Exchange Act of 1934.]
[A “consumer reporting agency” is a person or corporation that, for a fee, dues, or on a cooperative nonprofit basis, regularly assembles or evaluates consumer-credit information or other consumer information and provides reports about consumers to third parties. An agency may use any tools of interstate commerce to prepare or furnish the reports.]
A “criminal or tortious act” includes [describe the crime or tort intended to be furthered by this crime].
